information in compliance with HIPAA, other applicable federal and state laws, and the
District’s privacy practices.

As required for a Covered Entity under HIPAA, the plan has developed these internal privacy
policies and procedures to assure that PHI is protected and that access to and use and disclosure
of PHI are restricted in a manner consistent with HIPAA’s privacy protections. The policies and
procedures recognize routine and recurring disclosures for treatment, payment, and healthcare
operations and include physical, electronic, and procedural safeguards to protect PHI. The
procedures include safeguards for sending PHI via mail or fax, receiving PHI for plan purposes,
and workstation safeguards and procedures for securing and retaining PHI received by the plan.
Plan participants are entitled to receive a copy of the plan’s policies and procedures upon
request.

The District has distributed a notice of privacy practices to plan participants. The notice informs
plan participants of their rights and the District’s privacy practices related to the use and
disclosure of PHI. A copy of this notice may be obtained by contacting the Privacy Officer.

The HIPAA Privacy Rule prohibits the District from disclosing medical information without the
patient’s written permission other than for treatment, payment, or healthcare operations purposes.
An authorization signed by the patient and designating specified individuals to whom the District
may disclose specified medical information must be on file, before the plan can discuss a
patient’s medical information with a third party (such as a spouse, parent, group health plan
representative, or other individual).

The District has taken the following steps to ensure PHI is safeguarded:

L. The District has implemented policies and procedures to designate who has and
who does not have authorized access to PHI.

2. Documents containing PHI are kept in a restricted/locked area.

Computer files with PHI are password protected and have firewalls making
unauthorized access difficult.

4, Copies of PHI will be destroyed when information is no longer needed, unless it
is required by law to be retained for a specified period of time.

5. The District will act promptly to take reasonable measures to mitigate any
harmful effects known to the group health plan, due to a use or disclosure of PHI
in violation of the plan’s policies, procedures, or requirements of the HIPAA
Privacy Rule.

6. The District will appropriately discipline employees who violate the District’s
group health plan’s policies, procedures, or the HIPAA Privacy Rule, up to and
including termination of employment if warranted by the circumstances.

The District will ensure health information will not be used in making employment and
compensation decisions. The HIPAA Privacy Rule and other applicable laws expressly prohibit
an employer from making adverse employment decisions (demotions, terminations, etc.) based



on health information received from the group health plan. To the extent possible, the District
has separated the plan operations functions from the employment functions and has safeguards in
place to prevent PHI from the plan from going to or being used by an employee’s supervisor,
manager, or superior to make employment-related decisions.

Complaints

If an employee believes their privacy rights have been violated, they may file a written complaint
with the Privacy Officer.
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Adopled on:
Reviewed on:
Revised on:




Pryor Public Schools
PERSONNEL 5700

Conflicts of Interest

Employees shall refrain from any activity that can be reasonably seen as creating a conflict of
interest with their duties and responsibilities as employees of the District.

The following conduct is specifically prohibited:

e Using public time, facilities, equipment, supplies, personnel, or funds for the employee's
private business purposes;

e Engaging in a substantial financial transaction for the employee's private business
purposes with a person whom the employee inspects or supervises in the course of
official duties;

e Assisting any person for a fee or other compensation in obtaining a contract, claim,
license, or other economic benefit from the District;

e Assisting any person for a contingent fee in obtaining a contract, claim, license, or other
economic benefit from the District;

e Performing an official act directly and substantially affecting to its economic benefit a
business or other undertaking in which the employee either has a substantial financial
interest or is engaged as counsel, consultant, representative, or agent;

e Performing an official act directly and substantially affecting a business or undertaking to
its economic detriment a business or other undertaking in which the employee has a
substantial personal interest in a competing firm or undertaking;

¢ Soliciting or accepting employment, or engaging in negotiations or meetings to consider
employment, with a person whom the employee regulates in the course of official duties
without first giving written notification to the employee's supervisor and Superintendent.

Employees who violate this policy will be subject to disciplinary action, up to and including
termination from employment.

Cross Reference:

Legal Reference: § 2-2-121, MCA Rules of conduct for public officers and public
employees

Policy History:
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